
Request title:  

 Trust Technology 

Reference Number: F2483  
Date of Response: 07/04/2020 

 
Further to your Freedom of Information Act request, please find the Trust’s response, 
in blue bold text below: 
 
 

Request and Royal Devon and Exeter NHS Foundation Trust 
Response 

 

1.     Are the Data Centre's operated by or for the organisation fit for purpose? 
For example, is there a Business Continuity Plan, is there Disaster Recovery 
in place or is it a single site? 

The Trust has 2 data centres which have the ability to failover a number 
of its critical systems between them.  Business Continuity plans operate 
at both departmental and system level to ensure service continuity in an 
acute hospital. 

 

2.     Is there any capital investment in data centres planned in the next 36 

months? For example, Mechanical & Electrical or refresh of equipment within 
the DC such as network, storage area network? 

The Trust has planned upgrades to all elements of the data centres on a 
tech refresh basis, some are already underway such as the Core 
Network and others such as the AirCon are in the planning stage. 

 

3.     Is data privacy and or information security compliance a priority for the 
organisation’s board?  

Both data privacy and information security are priorities for the Trust 
Board.  There is a separate Safety and Risk Committee which addresses 
these issues as part of the Trust Governance arrangements and it 
reports to the Trust Board.  The Trust’s Senior Information Risk Owner 
is the Trust Medical Director who sites on the Trust Board. 

4.     On your Organisation’s risk register, are there any Information 
Technology related risks? This information is commercially sensitive and 
its release would, or would be likely to prejudice the commercial 
interests of the Trust.  

In applying the exemption under section 43(2) the Trust has had to 
balance the public interest in withholding the information against the 
public interest in disclosure. The Trust has considered all the relevant 
factors in the public interest test and has reached the conclusion that 
the benefit to the public in applying the exemption outweighs the public 
interest in releasing the information requested, as a result of the 



prejudices and losses that would potentially affect the Trust and 
patients.   

Public interest test factors for disclosure 

The disclosure of information with regard to risks would be of interest to 
those seeking to understand this area more fully and be assured. 

Public interest test factors against disclosure 

Information has been withheld from disclosure as it could be used to 
understand more about the means of threatening the Trust. The release 
of this information could be of commercial prejudice to the Royal Devon 
and Exeter NHS Foundation Trust. 

The disclosure of information with regard to risks would be of interest to 
those with a more malicious intent. 

The disclosure of the commercially sensitive information has the 
potential to prejudice the Royal Devon and Exeter NHS Foundation 
Trust’s commercial interests by damaging its ability to function. 

Therefore in conclusion, the Trust has reached the decision that the 
release of the information requested would be likely to be prejudicial to 
the commercial interests of the Trust, and that the public interest in 
withholding the information is greater than the public interest in 
releasing the information, and as such the information is being withheld 
under section 43 (2) of the Freedom of Information Act.    

i)       If time/ cost allows, please list the top three related risks.  

This information is commercially sensitive and its release would, or 
would be likely to prejudice the commercial interests of the Trust.  

In applying the exemption under section 43(2) the Trust has had to 
balance the public interest in withholding the information against the 
public interest in disclosure. The Trust has considered all the 
relevant factors in the public interest test and has reached the 
conclusion that the benefit to the public in applying the exemption 
outweighs the public interest in releasing the information requested, 
as a result of the prejudices and losses that would potentially affect 
the Trust and patients.   

Public interest test factors for disclosure 

The disclosure of information with regard to risks would be of 
interest to those seeking to understand this area more fully and be 
assured. 

Public interest test factors against disclosure 

Information has been withheld from disclosure as it could be used to 
understand more about the means of threatening the Trust. The 



release of this information could be of commercial prejudice to the 
Royal Devon and Exeter NHS Foundation Trust. 

The disclosure of information with regard to risks would be of 
interest to those with a more malicious intent. 

The disclosure of the commercially sensitive information has the 
potential to prejudice the Royal Devon and Exeter NHS Foundation 
Trust’s commercial interests by damaging its ability to function. 

Therefore in conclusion, the Trust has reached the decision that the 
release of the information requested would be likely to be prejudicial 
to the commercial interests of the Trust, and that the public interest 
in withholding the information is greater than the public interest in 
releasing the information, and as such the information is being 
withheld under section 43 (2) of the Freedom of Information Act.    

 

5.     Are the cyber security vulnerabilities within the organisation’s existing 

Information Technology estate increasing? 

This information is commercially sensitive and its release would, or 
would be likely to prejudice the commercial interests of the Trust.  

In applying the exemption under section 43(2) the Trust has had to 
balance the public interest in withholding the information against the 
public interest in disclosure. The Trust has considered all the relevant 
factors in the public interest test and has reached the conclusion that 
the benefit to the public in applying the exemption outweighs the public 
interest in releasing the information requested, as a result of the 
prejudices and losses that would potentially affect the Trust and 
patients.   

Public interest test factors for disclosure 

The disclosure of information with regard to cyber security would be of 
interest to those seeking to understand this area more fully and be 
assured. 

Public interest test factors against disclosure 

Information has been withheld from disclosure as it could be used to 
understand more about the means of threatening the Trust. The release 
of this information could be of commercial prejudice to the Royal Devon 
and Exeter NHS Foundation Trust. 

The disclosure of information with regard to cyber security would be of 
interest to those with a more malicious intent. 

The disclosure of the commercially sensitive information has the 
potential to prejudice the Royal Devon and Exeter NHS Foundation 
Trust’s commercial interests by damaging its ability to function. 



Therefore in conclusion, the Trust has reached the decision that the 
release of the information requested would be likely to be prejudicial to 
the commercial interests of the Trust, and that the public interest in 
withholding the information is greater than the public interest in 
releasing the information, and as such the information is being withheld 
under section 43 (2) of the Freedom of Information Act. 

i) Has the organisation had a security breach in the past 12 months? 

This information is commercially sensitive and its release 
would, or would be likely to prejudice the commercial interests 
of the Trust.  

In applying the exemption under section 43(2) the Trust has 
had to balance the public interest in withholding the 
information against the public interest in disclosure. The Trust 
has considered all the relevant factors in the public interest 
test and has reached the conclusion that the benefit to the 
public in applying the exemption outweighs the public interest 
in releasing the information requested, as a result of the 
prejudices and losses that would potentially affect the Trust 
and patients.   

Public interest test factors for disclosure 

The disclosure of information with regard to cyber security 
would be of interest to those seeking to understand this area 
more fully and be assured. 

Public interest test factors against disclosure 

Information has been withheld from disclosure as it could be 
used to understand more about the means of threatening the 
Trust. The release of this information could be of commercial 
prejudice to the Royal Devon and Exeter NHS Foundation 
Trust. 

The disclosure of information with regard to cyber security 
would be of interest to those with a more malicious intent. 

The disclosure of the commercially sensitive information has 
the potential to prejudice the Royal Devon and Exeter NHS 
Foundation Trust’s commercial interests by damaging its 
ability to function. 

Therefore in conclusion, the Trust has reached the decision 
that the release of the information requested would be likely to 
be prejudicial to the commercial interests of the Trust, and that 
the public interest in withholding the information is greater 
than the public interest in releasing the information, and as 
such the information is being withheld under section 43 (2) of 
the Freedom of Information Act. 



6.     Did the organisation meet its Information Technology savings target in 
the last Financial Year? Yes. 

7.     What percentage of Information Technology budget is currently allocated 

to “on-premises” capability vs “cloud” capability? 

The Trust does not allocate budgets on this basis.  Each project’s 
hosting arrangements are considered on their individual merits. 

8.     Does the organisation have the skills and resource levels necessary for 
moving to the cloud? 

The Trust has worked with suppliers to ensure that a number of systems 
have been hosted in the cloud.  The Trust has 2 CISSP qualified 
members of the team to oversee security arrangements.  

9.     What percentage of the Information Technology department headcount 

are software developers? 

The Trust has a small application development team that accounts for 
about 2% of staff within the directorate. 

 

10.  In relation to contracts with Amazon Web Services, Microsoft for Azure 
and/or Google for Google Cloud, was the monthly expenditure higher than 
budgeted? 

The Trust does not have a separate budget to monitor this type of 
spend. 

i)       If yes, has the organisation been able to subsequently reduce the 
cost whilst maintaining service levels for users? N/A 

  

  

 
 
 


